JUSTICE AND PUBLIC SAFETY CABINET
Department of State Police
(Amendment)

502 KAR 30:050. Security of centralized criminal history record information.

RELATES TO: KRS 17.140
STATUTORY AUTHORITY: KRS 15A.060, [4;7—98&] 17.140

tablishes, in the Justlce and Public Safetv Cablnet under the direction, control and supervision

of the Commissioner of the Department of State Police, a centralized criminal history record in-
formation system. KRS 17.140 defines a centralized criminal history record information system
as the system including equipment, facilities, procedures, and agreements for the collection,
processing, preservation, or dissemination of criminal history records maintained by the Justice
Cabinet. This administrative regulation sets specific security standards to preserve the CHRI in
an acceptable state.

Section 1. Procedures shall be implemented in the centralized criminal history record infor-
mation system to insure that access to criminal history record information is restricted to au-
thorized persons. The ability to access, modify, change, update, purge, or destroy such infor-
mation shall be limited to authorized criminal justice personnel, or other authorized persons
who provide operational support, such as programming or maintenance. Technologically ad-
vanced software or[andfer] hardware designs shall be implemented to prevent unauthorized
access to criminal history record information.

Section 2. Procedures shall be implemented in the centralized criminal history information
system to determine what persons have authority to enter in areas where criminal history in-
formation is stored and implement access control measures to insure entry is limited to specific
areas where authorization is valid. Further, access control measures shall be implemented to
insure unauthorized persons are totally denied access to areas where criminal history record
information is stored. [Said] Access constraints shall include[;-but-net-be-limited-to;] the system
facilities, systems operating environments, data file contents, whether while in use or when
stored in media library, and system documentation.

Section 3. Procedures shall be implemented in the centralized criminal history information
system to insure that computer operations which support the criminal history record infor-
mation data base, whether dedicated or shared, operate in accordance with procedures devel-
oped or approved by the Justice Cabinet, and further insure that:

(1) CHRI is stored by the computer in such a manner that it cannot be modified, destroyed,
accessed, changed, purged, or overlaid in any fashion by unauthorized persons.

(2) Operational programs are used that will prohibit inquiry, record updates, or destruction of
records, from any terminal other than designated terminals within the Records.

(3) The destruction, partial deletion, total deletion, or record correction is limited to designat-
ed terminals under the direct control of records.

(4) Operational programs are used to detect and store for the output of designated criminal
justice agency employees, all unauthorized attempts to penetrate any criminal history record
information system, program or file.
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(5) The programs specified in subsections (2) and (4) of this section are known only to crim-
inal justice agency employees responsible for criminal history record information system con-
trol or individuals in agencies pursuant to a specific written agreement with the Justice Cabinet
to provide such programs and the operational program(s) are continuously kept under maxi-
mum security conditions.

(6) Procedures are instituted to assure that any individual or agency authorized direct ac-
cess is responsible for:

(a) The physical security of criminal history record information under its control or in its cus-
tody; and

(b) The protections of such information from unauthorized access, disclosure or dissemina-
tion.

Section 4. Procedures shall be implemented in the centralized criminal history record infor-
mation system to protect CHRI from unauthorized access, theft, sabotage, fire, flood, wind, or
other natural or manmade disasters.

Section 5. Emergency Plans Required. Written plans and instructions dealing with emer-
gencies described in Section 4 of this administrative regulation shall be developed in manual
form and cover all foreseeable incidents ranging from minor accidents to major disasters caus-
ing the destruction of computer facilities, entire data bases, and[andfer] CHRI contained in
manual files. Employees of the centralized criminal history record information system shall be
trained in procedures and specifically assigned responsibilities in case of an emergency. Plans
and instructions shall include[sheuld-be-inclusive-ofbut-not-limited-to;] emergency shutdown
and evacuation procedures, a disaster recovery plan to restart critical system functions, proce-
dures for back-up files for critical data such as fingerprint cards, and duplicate system designs.
The Commissioner of the Department of State Police shall make available needed personnel
to reinstitute the centralized criminal history record information system as soon as feasible af-
ter accident or disaster.

Section 6. The records commander shall institute procedures for the screening, supervising,
and disciplining of agency personnel in order to minimize the risk of compromising internal se-
curity. A background investigation of all prospective employees for records shall be conducted.
The scope of the background investigation shall include[be-irelusive-ofbut-nretlimited-to]:

(1) Verification of all items as listed on the employment application;

(2) Moral character;

(3) Financial history;

(4) Individual as well as spouse arrest history inclusive of juvenile files; and

(5) Agency personnel records. All records employees shall[wil] agree to and sign nondisclo-
sure statements and notice of security breach forms. The records commander shall so notify
the Commissioner of the State Police as to any violation of security policy. A violation of said
security policy shall include[;-but-retbe-limited-to;] the intentional violation or wanton disregard
of the[anry-erall] security policies with regard to criminal history record information as set forth
by section policy or[;] the compromising of an employee's security by committing, facilitating, or
being a party to a crime. Upon notification by the records commander of a security compro-
mise, the commissioner shall take immediate appropriate administrative action.

COL. PHILLIP J. BURNETT, JR., Commissioner
APPROVED BY AGENCY: August 24, 2021
FILED WITH LRC: August 26, 2021 at 4:30 p.m.
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PUBLIC HEARING AND PUBLIC COMMENT PERIOD: A public hearing on this administra-
tive regulation shall be held on 4:00 p.m. on November 22, 2021 at 4449 Kit Carson Drive,
Funderburk Building, Richmond, Kentucky 40475. Individuals interested in being heard at this
hearing shall notify this agency in writing by five workdays prior to the hearing, of their intent to
attend. If no notification of intent to attend the hearing is received by that date, the hearing may
be canceled. This hearing is open to the public. Any person who wishes to be heard will be
given an opportunity to comment on the proposed administrative regulation. A transcript of the
public hearing will not be made unless a written request for a transcript is made. If you do not
wish to be heard at the public hearing, you may submit written comments on the proposed
administrative regulation. Written comments shall be accepted through 11:59 p.m. on Novem-
ber 30, 2021. Send written notification of intent to be heard at the public hearing or written
comments on the proposed administrative regulation to the contact person below.

CONTACT PERSON: Amy Barker, Assistant General Counsel, 125 Holmes Street, Frank-
fort, Kentucky 40601, phone (502) 564-8207, fax (502) 564-6686, email Jus-
tice.RegsContact@ky.gov.

REGULATORY IMPACT ANALYSIS AND TIERING STATEMENT

Contact Person: Amy Barker

(1) Provide a brief summary of:

(a) What this administrative regulation does: This regulation sets specific security standards
to preserve criminal history record information (CHRI) in an acceptable state.

(b) The necessity of this administrative regulation: This regulation ensures compliance with
KRS 17.140 and ensures that the CHRI remains secure to prevent unauthorized access.

(c) How this administrative regulation conforms to the content of the authorizing statutes:
This regulation works to ensure the appropriate processes for preservation of the criminal his-
tory records maintained by the Justice and Public Safety Cabinet and implements procedures
to limit access to the protected information to authorized persons.

(d) How this administrative regulation currently assists or will assist in the effective admin-
istration of the statutes: This regulation will assist the Records Section in implementing and
maintaining the appropriate procedures to effectively protect and store the protected CHRI.

(2) If this is an amendment to an existing administrative regulation, provide a brief summary
of:

(a) How the amendment will change this existing administrative regulation: The amendment
will clarify the existing language of the administrative regulation, which provides guidance on
how to effectively maintain and protect sensitive information.

(b) The necessity of the amendment to this administrative regulation: The previous language
was unclear and not appropriately defined within relevant sections of the text.

(c) How the amendment conforms to the content of the authorizing statutes: The amend-
ment further clarifies the language of the regulation which works to ensure the appropriateness
of the procedures implemented by the Records Section.

(d) How the amendment will assist in the effective administration of the statutes: The
amendment contains language that is more clearly defined, which will benefit the personnel
charged with implementing the subject procedures.

(3) List the type and number of individuals, businesses, organizations, or state and local
governments affected by this administrative regulation: The Department of the Kentucky State
Police, the Justice Cabinet, and all persons with personal information stored within the criminal
history record information database maintained by Records.
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(4) Provide an analysis of how the entities identified in the previous question will be impact-
ed by either the implementation of this administrative regulation, if new, or by the change, if it
is an amendment, including:

(a) List the actions each of the regulated entities have to take to comply with this regulation
or amendment: This amendment does not require the regulated entities to take any action
separate and apart from the previous language of the regulation; instead, this amendment pro-
vides clarification of the appropriate processes.

(b) In complying with this administrative regulation or amendment, how much will it cost
each of the entities: Nothing.

(c) As a result of compliance, what benefits will accrue to the entities: The regulated agen-
cies will have more clearly defined guidance on the appropriate procedures regarding the sen-
sitive information that they are charged with protecting.

(5) Provide an estimate of how much it will cost the administrative body to implement this
administrative regulation:

(a) Initially: None.

(b) On a continuing basis: None.

(6) What is the source of the funding to be used for the implementation and enforcement of
this administrative regulation: Not applicable.

(7) Provide an assessment of whether an increase in fees or funding will be necessary to
implement this administrative regulation, if new, or by the change if it is an amendment: No in-
crease is necessary.

(8) State whether or not this administrative regulation established any fees or directly or indi-
rectly increased any fees: The amendment of this administrative regulation does not establish
any new fees or increase any fees, directly or indirectly.

(9) TIERING: Is tiering applied? No. Tiering was not appropriate in this administrative regu-
lation because the administrative regulation applies equally to all those individuals or entities
regulated by it.

FISCAL NOTE ON STATE OR LOCAL GOVERNMENT

(1) What units, parts or divisions of state or local government (including cities, counties, fire
departments, or school districts) will be impacted by this administrative regulation? The De-
partment of the Kentucky State Police, the Justice Cabinet, and all persons with personal in-
formation stored within the criminal history record information database maintained by Rec-
ords.

(2) Identify each state or federal statute or federal regulation that requires or authorizes the
action taken by the administrative regulation. KRS 17.140, KRS 15A.060

(3) Estimate the effect of this administrative regulation on the expenditures and revenues of
a state or local government agency (including cities, counties, fire departments, or school dis-
tricts) for the first full year the administrative regulation is to be in effect. If specific dollar esti-
mates cannot be determined, provide a brief narrative to explain the fiscal impact of the admin-
istrative regulation.

(a) How much revenue will this administrative regulation generate for the state or local gov-
ernment (including cities, counties, fire departments, or school districts) for the first year?
None.

(b) How much revenue will this administrative regulation generate for the state or local gov-
ernment (including cities, counties, fire departments, or school districts) for subsequent years?
None.

(c) How much will it cost to administer this program for the first year? Nothing.
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(d) How much will it cost to administer this program for subsequent years? Nothing.

Note: If specific dollar estimates cannot be determined, provide a brief narrative to explain
the fiscal impact of the administrative regulation.

Revenues (+/-): None.

Expenditures (+/-): None.

Other Explanation: None.
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